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MEIA is a Hot Region

Duqu, Flame, Shamoon, Gauss, Stuxnet, Black Energy…etc

Hack on Saudi Aramco hit 30,000 

workstations, oil firm admits

First hacktivist-style assault to use malware?
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The Region’s Cyber Landscape
Top 5 Countries survey (As per the ITU Cyber Index)

C1 C2 C3 C4 C5

National Cyber Strategy ✔ ✔ ✔ ✔ ✔

Dedicated National Agency ✔ ✔ ✔ ✔ ✔

Information Security Standard ✔ ✔ ✖ ✔ ✖

ICS/OT Standards or Regulations ✔ ✖ ✖ ✔ ✖

Mandated Compliance ✖ ✔ ✖ ✖ ✖

National Compliance Roadmaps ✖ ✖ ✖ ✖ ✖

Technology Vetting labs/plans wip ✖ ✖ ✖ ✖

National Cyber Risk Frameworks ✔ ✔ ✖ ✖ ✖

National Cyber Academies ✖ ✖ ✖ ✖ ✖

Data Privacy laws, standards ✔ ✖ ✖ ✖ ✖
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Convergence brings Complexities



Cyber Security is all around us … (IoT)
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Entire industries are changing

► Norway completely 
Banning Fuel-Powered 
cars by 2025



2020’s  World
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Are we Ready ?
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Are we Ready ?



Page 10

Cyber Trends to Watch for

1. Threats from the inter-connected world (IOT)

2. Rapid growth in digital identities 

3. Digitization of legacy National critical 
infrastructures

4. Hyper or lack of regulation leading to a more 
complicated landscape

5. Existing models for defense are no longer 
appropriate
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The need for Constant Monitoring and 
Analytics
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Cyber Analytics is here in MEIA

Continuous Innovation through Data Science

Statistical Hunting New Model Development Cyber Analytics Platform
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The need for Resilience and a MEIA Case 
Study
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Integrated Risk Transformation



Page 16

Evolution of Resilience
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Resilience Exercises at a National Level
and sectors Inter-dependence
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Increased incidents in airline industry
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Airport’s operations disrupted for 29 hours
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Commendable coordination resulted in 
effective crisis response
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Critical Success Factors for Cyber 
Resilience 

Integrated 

approach to 

cyber & risk

03

04

5 CSFs to build 

cyber resilient 

organization
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CRA

Cyber

• Cyber, Resilience 

and Audit work 

together to build 

trust to the 

business and 

consumer

• Cyber  = 

continuous 

monitoring

• Audit = 

assurance

• Resilience  = 

availability & 

recovery
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About EY

EY is a global leader in assurance, tax, transaction and advisory services. 

The insights and quality services we deliver help build trust and confidence in 

the capital markets and in economies the world over. We develop 

outstanding leaders who team to deliver on our promises to all of our 

stakeholders. In so doing, we play a critical role in building a better working 

world for our people, for our clients and for our communities.

EY refers to the global organization, and may refer to one or more, of the 

member firms of Ernst & Young Global Limited, each of which is a separate 

legal entity. Ernst & Young Global Limited, a UK company limited by 

guarantee, does not provide services to clients. For more information about 

our organization, please visit ey.com.

The MENA practice of EY has been operating in the region since 1923. For 

over 90 years, we have grown to over 5,000 people united across 20 offices 

and 15 countries, sharing the same values and an unwavering commitment 

to quality. As an organization, we continue to develop outstanding leaders 

who deliver exceptional services to our clients and who contribute to our 

communities. We are proud of our accomplishments over the years, 

reaffirming our position as the largest and most established professional 

services organization in the region.

© 2015 EYGM Limited.

All Rights Reserved.
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This material has been prepared for general informational purposes only and 

is not intended to be relied upon as accounting, tax, or other professional 

advice. Please refer to your advisors for specific advice.
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