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MEIA IS a Region

Duqu, Flame, Shamoon, Gauss, Stuxnet, Black Energy...etc
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Hack on Saudi Aramco hit 30,000
workstations, oil firm admits
First hacktivist-style assault to use malware?

The Internet of Things Is
Making Oil Production
Vulnerable to Hacking
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The Region’s Cyber Landscape

Top 5 Countries survey (As per the ITU Cyber Index)

C1l C2 C3 C4 C5
National Cyber Strategy v v v v v
Dedicated National Agency v v v v v
Information Security Standard v v X v X
ICS/OT Standards or Regulations v X X v X
Mandated Compliance X v X X X
National Compliance Roadmaps X X X X X
Technology Vetting labs/plans wip X X X X
National Cyber Risk Frameworks v v X X X
National Cyber Academies X X X X X
Data Privacy laws, standards v X X X X
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Convergence brings Complexities

Drones provide 3D
imagery on network
assets to enable
.— engineers to
remotely diagnose
the cause and point
of failure

XIS
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loT sensors such

as simple
accelerometers
producing large
volumes of data
on the condition
of assets

’ﬂharing economy builtona
secure and self-verifying
blockchain platform, monetising
the network as consumers buy
and sell energy peer to peer

A smart meter will
automatically
provide consumption

data in real-time

Augmented reality headsets provide
instant information and visuals to
improve operational performance

Yooy

A fully integrated Digital
solution automatically
updates stakeholders on
supply interruptions inreal-
time

gy ©Advanced d © Smart metering / AMI
(DER) © Wide area measurement © Volt/VAR Control © Demand side management

o

Al customer service proactively
engages and responds to consumers,
driving down OpEx costs and
improving BMoCS

Al computers employ
machine learning
algorithms to predict
and identify at risk
sites and assets to
prevent outages
across the network

Cyber resilience built into all
aspects of the IT landscape will
protect against threats to
consumers and the network
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Cyber Security is all around us ... (I0T)

‘ CLOUD SERVICES’
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Entire industries are changing

\

RESOURCEFUL \\\

PLANET

Can innovation make

the planet resource rich
instead of resource scarce?

Each year, utilities collect four
data points about usage in each
household. & household smart
meeter can allow ufility
companies to collect

GLOBALIZATION

THE FUTURE OF WORK
When machines become workers,
what is the human role?

N \
[ / THE FUTURE OF SMART
| # What intelligence will we need

to create o smart future?  \\,

N /
Ne
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BEHAVIORAL REVOLUTION
How will individual behavior impact
our collective future? \

N\

/

\ //

“~URBAN WORLD
In 3 fast-changing world, can citi
built with long-term perspe:

HEALTH REIMAGINED
With growing health needs, is digital
the best medicine?

For | ers, autonomous In 2015, By 2020,
vehicles could free up almost mart that figurs
[ cities used  will rise to

- H

saviion o g o
O o things. |: 2
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50 billion hours each year.s 9.7 billion.®

Norway completely
Banning Fuel-Powered
cars by 2025
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2020’s World

The ever-expanding loT world

loT is already integrated across several areas where technology adoption is accelerating.
The key areas of leading loT integration are:

Inmovative, state-of-the-art technology aims to make life
simpler and safer for the conzumer. Smart life includes:

Health care — a new patient-centric model is emerging

Consumer and retail businesses — the age of the
empowersd customer and co-crestor

Banking convergence — new models for banking and
finance

Insurance — moving from statistics to individual fact-
bazed policies

Public services — driving efficiency and convenience for
governments and citizens

Innovations will aim to improve the quality of life in cities,

encompassing security issuss and energy resourcefulness.

Smart city includes:
Smarter management of city infrastructure — using Big
Data analytics
Collaboration across multiple and disparate agencies
—using cloud technologies
Real-time data collection, enabling quick response
—usimg mobile technologies

Enhanced security — improved public safety and law
enforcement, and more efficient emergency response

Better city planning — improved schematics, project
management and delivery

MNetworked utilities — smart metering and grid
management

Building developments — more automation, and better
management and s=curity

Real-time route management and solutions aim to make
travel more enjoyable and tranzportation more reliable.
Smart mobility includes:

Autenomous driving and the connected car
Urban mobility — smart traffic managament

Interurban mobility — connecting across the transport
networks

Fare management and payment solutions
Distribution and legistics

Fleet management

Factory and logistics solutions will be created specifically
to optimize processes, controls and quality. Smart
manufacturing includes:
Machine learning — intzlligent. automated decizsion-
making
Machine communications - more interaction and
collaboration

Metworking — networked control and management of
manufacturing equipment

Optimized processes — rapid prototyping and
manufacturing, improved processes and more efficient
supply chain operations

Proactive asset management — via preventive diagnostics
and maintenance

Better infrastructure integration — cvercoming the
interface standards conundrum
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Are we Ready ?

0%

of the most commonly
used loT devices contain

vulnerabilities.

36% 37%

of respondents do not have a threat
intelligence program.**

say that real time insight on
cyber risk is not available.**

e
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Are we Ready ?

L
56%

of respondents say that it is "unlikely or highly
unlikely" that their organization would be able to
detect a sophisticated attack.**

b 3
¥
¥
¥
¥

58%

of organizations do not have a
role or department focused on
emerging technologies and their
impact on information security.**
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Cyber Trends to Watch for

Threats from the inter-connected world (I0T)
Rapid growth in digital identities

Digitization of legacy National critical
Infrastructures

Hyper or lack of regulation leading to a more
complicated landscape

Existing models for defense are no longer
appropriate
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Cyber detection in the Digital world

Digital Security centre will enhance the
capabilities and value propositions beyond

traditional SOCs.

Digital SOCs will provide an end to end
threat visibility and awareness, this is
essential for today’s hyper connected
world.

EY

Building a better
working world

Smart Terminals

(1I0T)
National PKI

)
| /

Security Administrator

Security .
Digital SOC :
Analysts lia o S;[}’Pli Cl‘m"
onr ormg
1010110 —
100100 "
110101 Security Services - colm e
Smart Cities @
Digital SOC
== Jo

CERTS / FIRST

Industrial Environments m * ‘
(OT and Industrial IoT)

Corporate Offices
(IT)

Threat feeds and
Global threat landscape
Visibility
National Intelligence

Agencies
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Cyber Analytics is here in MEIA

Technical specification of need

High quality relationships
Security with researchers

innovation need

Client— > gy — * "

Building a better
working world

Integrated tool High quality
embodying LANL R&D prototype solution

Continuous Innovation through Data Science

Statistical Hunting New Model Development

» Los Alamos

NATIONAL LABORATORY
EST.1943

i B

Tdataldns
— = 4+3000  e®e Out of control
43000  eee Ignored

3 3 > S
i 2 L™ 2> e S

Wit e

Cyber Analytics Platform
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Integrated Risk Transformation

Security Governance

Operational Resilience Risk Management

Business Continuit: Internal Audit
ueiness Loy Unified Risk Operational Speed

Data and information Privacy Platform and Efficiency Compliance

Monitoring and Compliance Risk Governance

IT and Operational Technology Disaster Recovery Risk Strategy Operational RISK

| | |
Infrastructure, Perimeter, Network and Device Security nternal Controls

Cyber and
Resilience

GRC

Reduced

o Cost
o Business Stratesy Eff:ciive
Operations
Monitoring ?::::osl :gn;
and Servicing
Enablement
Risk
Visualization
and
Risk Analytics
Management l:ﬁ:?;:wt:
“Where it
Matters” Reporting

Data Risk Governance
Data and Risk Analytics
Risk Information Systems

Reporting and Dash Boarding
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Evolution of Resilience

Holistic approach
» Holistic approach to resist and react to disruptive threats and National Resilience

survive both predicted and unpredicted risks

» Resilient leadership, culture, networks, and change readiness
leveraged for sustainable organizational performance

2020

Value mindset .
» Concerned more about creating business value

than compliance, regulations or technological

failure _ Enterprise resilience
» Prevention and recovery are dealt with

Crisis and business
continuity management
Business continuity ty 9
planning
Auditing mindset

» Increasedfocus on the protection of business activities, mainly driven
by external regulation

» Complexcauses of business disruption are identified and understood

Traditional disaster )
recovery Technology mindset

» Basic disaster recovery approach focused purely on the
technical aspect of recovering from disasters
» Assumed that disasters were triggered by technology failure

1970
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Resilience Exercises at a National Level
and sectors Inter-dependence

Transportation

Information &
Telecom.

> - ”
’ b= s
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e§enmo

Ambulanc \ 0y :
V.3 $= ' 2 Police E partment 7
/ et B Fire Department . Emergmcy
: Services
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Increased incidents in airline industry

N @

July 2016

Southwest Airlines
Impact:

Cancelled 2000+ flights and delayed
several others

Total losses around US$54 million,
and increase in cost of seat per
mile by up to 2%.

Reason: Failed router in a DC

3
Delta Air Lines bﬁ‘
Emirates

Impact:

Cancelled 2300+ flights and delayed
many others

Total losses around US$150 million

Reason: Poweroutage in the DC

Aug 2016

Aug 2016
Emirates Flight Crash Landing

Impact:

Involved loss of one life, and several

injured passengers.

Several hundred million dollars of
L N lossesincurred by the airport and

other 21 airline companies.

Reason : Unexpected flight accident

British Airways

Impact: Several flight delays
Reason : Check-In system outage

Sept 2016

Y
BRITISHAIRWAYS <

&

Oct 2016
380 United Airlines

Impact: Flights delayed and several
cancelled

Reason: System outage

Financiallosses and outage
of services

Site Unavailability,impacton
the stakeholders
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A Plane caught fire in Dubai International Airport

Quick facts about Dubai Airport
One of the aviation hubs in the world
World’s third busiest international airport (2015)
78 million passengers traveledin 2015
Airport had an Aerodrome Emergency Plan (AEP),
revised partly in February 2015




Airport’s operations disrupted for 29 hours

Incident life cycle

Incident detection and emergency response Business continuity and crisis response

minutes. incident.

|
!
Incident detection and Damage assessment and : Invoke business continuity and crisis response
escalation emergency response :
* One person fatally injured : * Communication through social media
¢ The Air Accident ¢ Twenty-four personnel injured | * The airline operator, the aircraft company, and the airport authorities
Investigation Sector (AAIS) ¢ One aircraft destroyed : extended their customer services to the passengers. Resumed
of the UAE was notified * Runway damage I ¢ Dubai Roads & Transport Authority (RTA) provided extra taxis (1136
about the incident within ¢ Aerodrome lighting and signage ! nos.) and buses (66 nos.) to move stranded passengers to the nearby normal
three minutes. damage | airport. operations
* Environmental contamination ! after 29
¢ The Government confirmed * Airline activated the | h fth
theincident to the masses } emergency center in the } | } ours of the
through social mediain 16 Airport within two hours of the | incident
|
|
|
|
|
|
|
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Commendable coordination resulted In
effective crisis response

Robust evacuation

Airport Rescue and

Dubai Civil Defense

Break internal silos and

mechanism Firefighting Service (DCD) ensure integrated
Full evacuation within 90 (ARFFS) Upon requesting for support communication.
seconds Foam tenders dispatched from ?he Firé comma!nder, the
il A0 caaam eyl D.CD'ﬁre. veh@les arrived at the
impact. .9lte in nine minutes after the
impact.
Fire team arrived at the
incident site within one minute
of the aircraft coming to rest.
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Critical Success Factors for Cyber
Resilience

Automation of

resilience
stems
Q
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Integrated
approach to
cyber & risk

N / ,
S 5 CSFs to build
cyber resilient

organization
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CRA

- Cyber, Resilience
and Audit work
together to build

_& trust to the

business and

consumer

- Cyber =
continuous

QS/ monitoring

- Audit =

< assurance

- Resilience =
availability &
recovery

Threat
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EY | Assurance | Tax | Transactions | Advisory

About EY

EY is a global leader in assurance, tax, transaction and advisory services.
The insights and quality services we deliver help build trust and confidence in
the capital markets and in economies the world over. We develop
outstanding leaders who team to deliver on our promises to all of our
stakeholders. In so doing, we play a critical role in building a better working
world for our people, for our clients and for our communities.

EY refers to the global organization, and may refer to one or more, of the
member firms of Ernst & Young Global Limited, each of which is a separate
legal entity. Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients. For more information about
our organization, please visit ey.com.

The MENA practice of EY has been operating in the region since 1923. For
over 90 years, we have grown to over 5,000 people united across 20 offices
and 15 countries, sharing the same values and an unwavering commitment
to quality. As an organization, we continue to develop outstanding leaders
who deliver exceptional services to our clients and who contribute to our
communities. We are proud of our accomplishments over the years,
reaffirming our position as the largest and most established professional
services organization in the region.

© 2015 EYGM Limited.
All Rights Reserved.

ED None

This material has been prepared for general informational purposes only and
is not intended to be relied upon as accounting, tax, or other professional
advice. Please refer to your advisors for specific advice.

ey.com/mena



