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The importance of an integrated system 
for cyber security : 

Combining proactive and reactive approaches 
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<Impact of Ransomware>
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<Impact of Ransomware>
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영화포스터
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1990 2000 2010 2020

IT Platform Dialup WWW Mobile IoT

Hardware PC Multimedia Smartphone Everything

Network Modem
Cable
ADSL

4G LTE M2M

Software DOS Windows Android Cloud OS

Killer App Chat Search Social Media
Machine 
Learning

Business Service Charge Ads Brokerage Convergence
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<Cloud Service & Computing>

<9 Worst Cloud Security Threats>
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<DDoS Attack Stats, Dec 2, 2014> Source : Google Digital Attack Map

<DDoS Attack Stats, Dec 2, 2014 > Source : Google Digital Attack Map

(Gbps)

(day)

DoS Attacks Comparison in 
2013 and 2014
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<DDoS Attack Stats, Dec 2, 2014> Source : Google Digital Attack Map

<DDoS Attack Stats, Dec 2, 2014 > Source : Google Digital Attack Map

(Gbps)

(day)

DoS Attacks Comparison in 
2014 and 2013
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In the Past At Present

Product type

Function

Protection

Purpose
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Cyber Attack Paradigm Shift
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Cyber Attack Lateral Movement

InternetInternet

Attack the insecure target first, then move into the critical point step by step.
Even CIP and SCADA systems are reachable by the internet connected PC.
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Information Security organizations can be divided into a variety of configurations according to the 
cyber security strategy. In general, Information Security strategies, policies, correspondence, etc.

Cyber Threat & Attack

Information Gathering
(Malware, Attack Country, IP)

 Cyber Security Special Agency

 ISP(Internet Service Provider)

 Anti-virus Vaccine Vendor

 Other Cyber Security Vendor

 ISAC(Information Sharing Analysis Center

Real Time Response Org

National Cyber Security Org
(Control Tower)

Incident Response Report Sharing

 Critical Infra(Financial, Energy, etc) Org

Information 
Sharing

Information 
Sharing

People, Company
Information Sharing, Notice

Information 
Sharing

 Investigation Org
Investigation

Guide

Cyber Security Response Structure
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Organization by Role & Responsibility

Information Security Organizations can be divided into a variety of configurations according to the cyber security 
strategy. In general, Information Security strategies, policies, correspondence, etc.

Cyber Security Organization R&R 

Strategy & 
Planning 

Organization

Response & 
Analysis & 

Investigation 
Organization

Management & 
Operation 

Organization

• Incident Response
• Information Gathering and Analysis

• Legal and Institutional Operations
• Policies Reflecting

• Information Security Strategy
• Information Security System



Duzon Forensic Center

Cyber Security Response

24

Depending on the cyber security strategy, Variety of role separation is existing.

National
Digital

Forensic
Center

Control
Tower

Industrial 
Promotion

Field

National 
CERT

Education
Awareness 

Raising

Cyber Security Policy 

Organization
Management

Incident
Response

Industry 
Development, 

R&D

Capacity 
Building

Cyber Crime 
Investigation

TASK

ROLE

Organization by Policy
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Traditional Incident Response Timeline
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Attack

Response & Remediation

Incident

Cost

Detection

Time

Incident Metrics

As detection, response, and remediation efforts slide to the right,
the level of effort and expense to resolve the incident increase dramatically.
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Incident Metrics

Proactive Cybersecurity

Attack Incident

Detection

Response & Remediation

Cost Reduce

Successful proactive approach detecting the attack before incident will reduce total cost



Duzon Forensic Center

Cyber Security Response

28

Detection : Discover, Search, Research, Monitor
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Preparation

Detection

Identification

Containment

Recovery

Follow Up

Identification and Containment
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$4.38$3.23

MTTI<100 days MTTI ≥ 100 days

Mean time to contain (MTTC)

The time it takes to resolve a 

situation and ultimately restore 

service
(total cost, in millions)

$4.35$3.18

MTTC < 30 days MTTC ≥ 30 days

The time it takes to detect that an 

Incident has occurred
(total cost, in millions)

Mean time to identify (MTTI)

※ source : 2016 Cost of Data Breach Study : Global Analysis / Ponemon
※ source : http://www.slideshare.net/ibmsecurity/the-2016-ponemon-cost-of-a-data-breach-study

MTTI and MTTC
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Digital Forensics is the acquiring and scientific examination and analysis of
data retrieved from computer or other digital devices (mobile phones,
games consoles, memory sticks, etc) in such a way that the information can
be used in a court of law.

Digital Forensics for Identification/Containment
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Combining Proactive and Reactive Response

Information 
Security

Notify SOC
T+15min

System Isolation
T+30min

Forensic Imaging
(Memory & Disk)

T+2hr

Return
to User
T+12hr

Re-imaging from
Gold Master
+ Patching

T+8hr

Malware Analysis
T+4hr

Detection
T+0

T+
0.5min

T+
0.5min

T+
0.5min

T+
1.5hr

T+
2.5hr

T+
2.5hr

Forensic Analysis
T+2hr
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Remote Digital Forensics

You can simply execute the information audit 
in anytime and everywhere by just clicking the DFAS Enterprise. 

High-Risk Monitoring

ex) Reinstall OS, Delete disk…

Notification for 
Unauthorized Action

Selective Audit
(Collecting the data)

Analysis the data

Automatically generated 
reports

Monitor

Alert

Audit

Analyze

Report
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Case Study

Endpoint User 
Activity
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Case Study

Endpoint User 
Activity
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Case Study

Endpoint User 
Activity
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Case Study

Breach 
Detection
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Case Study

Breach 
Detection
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Incident Detection
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About Duzon

National Digital Forensics Laboratory: 2 years of project establishment and management: 

Solutions & Equipment, Facilities, and Training 

Oman NDFL Project
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About Duzon

Oman NDFL Project
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E-mail : forensic@duzon.com


