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¥] Cyber Security

Everything changes, but nothing changes.
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Cyber Security

Ransomware

ﬁ ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED n

All your datta (photos, documents, databases, eic) have been encryphed with & private and unegues key generated for this
comgider, Thia menad thal you will nat be able to acceis yous hiles anymars undl they are decrypled. The precate key &
stored i owr servers and the only way to receve your key o deorypt your files = makng 8 payment.

<Impact of Ransomware>

-H.:II.:,.I: NOT YOUR LANGUAGE? USE Google Translate
R What happened to your files?
. Al of your files were profecied by a sbrong encrypleon with RS54 n

:m.:,:,'lr More infiormalson aboul the encryplion RSA can be found here: hitps Ven wikopedia orgiwliBSA_(oryplosystem) Tem poral or perma nent IOSS Of
B e sensitive or proprietary information
This means that the stnactre and data within your files have bean irmesncably changed. you wall nok ba able work with them, read
them of see them, i 15 the same thing as losing them foreves, but with our heidp, you can restore them i . .

. = Disruption to regular operations
How did this € c httpe://www. transmissionbt.com =
Ta Espacially fai

Al your fles

= Financial losses incurred to restore
Decryplang ol

What do 1 & TRANSMISSION : systems and files

changed A Fast, Easy, and Free BitTorrent Cient
. . . a
Fyou ey = Potential damage to organization’s
enigt MAIN  ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT SUPPORAT
r ion
For more sp Feature Spotlight: ePUtat o
o « Uses fewer resources than other clents
A Transmission 2.90 « Native Mac, GTK+ and Qt GUI clents

1-harglipad + Daemon ideal for servers, embedded systems, and headess use

2.tk Download Now « Al these can be remote controlied by Web and Terminal clients

Lhitgtier Ty Release Notes + Local Peer Discovery

—— Previous Roloases « Full encryption, DHT, uTP, PEX and Magnet Link support

Learn More..

Donate 1o Transmussios P s
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¥] Cyber Security
Data Breach and IP Theft

<Impact of Ransomware>

= A SVP of LSI Division tried

unauthorized carrying out the

Jlg "‘It

SAMSUNG ELECTROMCs

blueprints of the latest 10 nano tech.
= Chinese firm offered the executives

= A company monitored on him, and
seize him on car with the documents

at the main gate

= Police arrested and prosecuted him

" DUZON 4 Duzon Forensic Center
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] Cyber Security Trend

Cyber Security

@ ouzoN

= The term “Cyber Security” is often used interchangeably with the term
“Information Security.” The two terms will be used in a way that they have the
same meaning though subtle differences they possess.

<Definition>

Cyber Security is the protection of information systems from theft or damage to the
hardware, the software, and to the information on them, as well as from disruption or misdirection
of the services they provide.

Information Security (IS) is the practice of defending self-information or physical and
Iogical assets from inside and outside illegal actions (e.g. hacking, cracking) or natural disasters.

<Definition source : Wikipedia>
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Cyber Security Trend

What can be happen in 60 Seconds?

Duzon Forensic Center




] Cyber Security Trend

In 2011

PLEMY,
uRdar

20,000+

NEW

POSTS ON
tumblir

13,000+

iPhone
APPLICATIONS
DOWNLOADED

OUESTIONS Answers.com _
SKED ON THE
NTERNET...

p——— 3 e DISTURES ARE
> ‘ih°2+w flickr
' » 50+

Tube VIDEOS -
WORDPRESS
DOWNLOADS

&
695,000+
fa

” 168 Muor™” 69 445 1,700 FATUS
mAll:hﬁ Firefox  UPDATES

DOWNLOADS
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] Cyber Security Trend

Through 2013 and 2015

@ ouzoN

2014

' 2013

€.

<
-

You

YOUTUBE
hours of video uploaded

EMAIL
emails sent

FACEBOOK
posts

WHATSAPP

messages sent . —_ 3 3 4X WALL

MILLION
‘g@’
:“/-.7,’ . '—/

2015 205

694,445
RUtRIEd
2011

\ GOOGLE
searches

TWITTER
tweets

INSTAGRAM
photos uploaded
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] Cyber Security Trend

Changes in Business Environment

Institutional environment changes as Corporate Social Responsibility (CSR)

and a need to follow national and international legal systems increase
The Internet economy rapidly grows thanks to IT development
A number of new types of goods and services with access to the industry rises

due to active attitude of consumers

* Growth of the internet economy thanks to IT development

* Increase in inter-company or inter-government transactions and data
flow triggered by globalization

Business * Increase in Corporate Social Responsibility (CSR)

Paradigm

* Emergence of new types of goods and services

Changesin
Institutional
Environment \_A

Digital

* Emergence of informed consumers thanks to technological advance
Convergence

= |ncrease in a need to follow international standards

= Changes in domestic legal systems

* Introduction of E-Discovery

" DUZON 11 Duzon Forensic Center



] Cyber Security Trend

Changes in Information Technology Environment

IT resources, once considered a part of business, are now turning into a business

User-centric networking devices are equipped with better communications and mobility

| 1o | 200 | 2010 | 2020

IT Platform Dialup
Hardware PC
Modem
DOS
Killer App Chat

Service Charge

WWW

Multimedia

Cable
ADSL

Windows

Search

Ads

Mobile

Smartphone
4G LTE
Android

Social Media

Brokerage

loT

Everything
M2M

Cloud OS

Machine
Learning

Convergence

9 DouUzON
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] Cyber Security Trend

Different Threats for Extortion

@ ouzoN

Past characteristics of hacking and virus : Independent & Boastful

Present

Riskd

Types
of
Threats

: Organizational (decentralized, concealed, automated agents),
Intelligent (for monetary purposes), Social engineering methods

>

Internet \
and Web

/ DDoS

Gime

Internet
and W

Haddg
‘ Q Hacki} \ﬁy Dy Hacki} \ﬁy DoS/ Time‘

Attack
Features

1990 ~ 2002 2002 ~ 2005 2005 ~ 2013

: Organizational,
Decentralized, concealed — .
Independent attacks selective, intelligent
automated agents - - .
social engineering methods
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] Cyber Security Trend

Threats to a Cloud Service

<9 Worst Cloud Security Threats>

Appllcatlon 1. Data Breach
c4e o ; @ 2. Data Loss
Sl P f NEWS
Monitoring (B2 collaboration - 3. Account or Service Traffic Hijacking
Content Communication
Platform 4. Insecure APIs
— ree . 5. Denial of Service
) ‘Lﬁl’""'—""-'-'-fh L‘i %
Identity ° uee - 6. Malicious Insiders
Object Storage Runtime Database 7. Abuse Of C|0Ud Services
Infrastructure
ﬂ a 8. Insufficient Due Diligence
i @ ol L 9. Shared Technology
Compute Metwork
Block Storage
Phones - Tablets
<Cloud Service & Computing>
" DUZON 14 Duzon Forensic Center
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Cyber Security Trend

DDoS Attack Statistics

M DoS Attacks Comparison in
£ 2013 and 2014

o (i;;na
o I o
THW
= 47% increase in total DDoS
attacks
iR = 69% increase in infrastructure
Aus alia attacks
\
p = 133% increase in average peak
<DDoS Attack Stats, Dec 2, 2014> Source : Google Digital Attack Map bandwidth

= Target based DDoS attacks

dl

ale o b gl 4
% AW “,’i'ﬁ‘: “;‘:'.u! A_x"‘." "UY'“I".»""‘”’w\""" nJ

w
~

<DDoS Attack Stats, Dec 2, 2014 > Source : Google Digital Attack Map

Duzon Forensic Center
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¥ Cyber Security Trend
DDoS Attack on Egypt : 20th Sep 2016

(anadz NO Russia
@B
NLDE,
R W
A ES
United States .\ KR P
RK (hina
MX EG
W KK
PH
VE NG
BO Brazil
AR
&
Attack Bandwidth (Egypt), Gbps Dates are shown in GMT Data shown represents the top ~ 1% of reported attacks
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Cyber Security Technology Trend

In the Past
—

At Present

Product type

Function Unit tegrated
Device, end point
Protection System Network Web
Content
Purpose Individual Compliance

Duzon Forensic Center
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] Cyber Security Trend

Cyber Security Technology Industry
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¥] Cyber Security Trend

Cyber Attack Paradigm Shift

“<Thelsecurityindustryhasiong
beenjoverlyifocusedioniprevention:

Let'sikeepipreventingybutienhance
ourability toldetectithreatsithatislip
throughiouridefensesi(whichithey

williinevitably do):




¥ Cyber Security Trend
Cyber Attack Lateral Movement

E- -, .
- B ui :]

B gy -
‘&q?-.. - Eij J

Attack the insecure target first, then move into the critical point step by step.
Even CIP and SCADA systems are reachable by the internet connected PC.

" DUZON 20 Duzon Forensic Center
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] Cyber Security Response

Cyber Security Response Structure

» Information Security organizations can be divided into a variety of configurations according to the
cyber security strategy. In general, Information Security strategies, policies, correspondence, etc.

> = Critical Infra(Financial, Energy, etc) Org

Information A
Sharing
Information

Incident Response Report Sharing Sharing
v

= Cyber Security Special Agency

(Nllnrorma;ion ngtheringIP) = ISP(Internet Service Provider)

alware, Attack Country,

Cyber Threat & Attack p = Anti-virus Vaccine Vendor
Real Time Response Org

A = Other Cyber Security Vendor

National Cyber Security Org 2

(Control Tower)

Guide

\ 4

= ISAC(Information Sharing Analysis Center

Information

Information Sharing, Notice Sharing

People, Company 3

.. = Investigation Org
Investigation

" DUZON 22 Duzon Forensic Center



] Cyber Security Response

Organization by Role & Responsibility

v Information Security Organizations can be divided into a variety of configurations according to the cyber security
strategy. In general, Information Security strategies, policies, correspondence, etc.

Cyber Security Organization R&R

Response &

Strategy & Analysis &

Management &

Planning
Organization

Operation

Investigation ...
& Organization

Organization

¢ Information Security Strategy ¢ Incident Response ¢ Legal and Institutional Operations
* Information Security System ¢ Information Gathering and Analysis e Policies Reflecting

" DUZON 23 Duzon Forensic Center



] Cyber Security Response

Organization by Policy

vt Depending on the cyber security strategy, Variety of role separation is existing.

Cyber Security Policy

Industry
Development,
R&D

Cyber Crime

TASK Organization Incident
Management Response

Capacity

Building Investigation

National
Digital
Forensic
Center

Education
Awareness
Raising

Industrial
Promotion
Field

National
CERT

Control
Tower

ROLE

" DUZON 24 Duzon Forensic Center



¥ Cyber Security Response
Traditional Incident Response Timeline

Traditional Incident Response Timeline

DAY X DAYX+2 DAYX+4 DAY
Alert
Received T T T T
Undetermined amount
oftmepasses  ser calls help desk Trouble ticket  Trouble ticked ~Tier-one security Analysis performec
due to computer  created and reviewed  analyst sent on site on collected data
malfunction placed in queue to manually gather
event data

" DUZON 25 Duzon Forensic Center



] Cyber Security Response

Incident Metrics

Attack Detection

I Incident

As detection, response, and remediation efforts slide to the right,
the level of effort and expense to resolve the incident increase dramatically.

" DUZON 26 Duzon Forensic Center



] Cyber Security Response

Incident Metrics

Proactive Cybersecurity

L I %

Cost Reduce

Detection

Attack Incident

Successful proactive approach detecting the attack before incident will reduce total cost

" DUZON 27 Duzon Forensic Center



] Cyber Security Response

Detection : Discover, Search, Research, Monitor

Known Unknown

= A

5 C

E T
|
Vv

< |

2 T

i Y

OBJECTS

" DUZON 28 Duzon Forensic Center



] Cyber Security Response
Identification and Containment

S, =9, 9,
m Identification
9,
requir

o through
Recovery Identification . . °
Digital Forensics

" DUZON 29 Duzon Forensic Center




] Cyber Security Response

Mean time to identify (MTTI)

.
The time it takes to detect that an

Incident has occurred $4.38

(total cost, in millions)

MTTI<100 days  MTTI = 100 days

Mean time to contain (MTTC)

m

The time it takes to resolve a

$4.35 situation and ultimately restore

service

MTTC < 30 days MTTC = 30 days (total cost, in millions)

2 source : 2016 Cost of Data Breach Study : Global Analysis / Ponemon  Poneman
X source : http://www.slideshare.net/ibmsecurity/the-2016-ponemon-cost-of-a-data-breach-study ¢
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] Cyber Security Response

Digital Forensics for Identification/Containment

Digital Forensics is the acquiring and scientific examination and analysis of
data retrieved from computer or other digital devices (mobile phones,
games consoles, memory sticks, etc) in such a way that the information can

be used in a court of law.

Duzon Forensic Center
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] Cyber Security Response

Combining Proactive and Reactive Response
Detection
T+0 n

ARG o SDFAS Ent Notify SOC Malware Analysis Re-imaging from
N T+15min T+4hr . . Gold Master
— S System Isolation Forensic Imaging | p.s hing Return
ARG o S PIMON N S N T+30min (Memory & Disk)  1.gp, to User
) S ~ N T+2hr T+12hr
<© S N , , , i ,
FireEye Ss o S ' ¥

~

paloalto
——}>F|DEL|S ) > === >

Information

U McAfee -~ ~  _

_- P Security
-7 -
splunk > _-
-’ - Forensic Analysis
ARGQS S-Keeper Te2hr
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Cyber Security Response

Remote Digital Forensics

You can simply execute the information audit
in anytime and everywhere by just clicking the DFAS Enterprise.

High-Risk Monitoring
ex) Reinstall OS, Delete disk...

Notification for
Unauthorized Action

Selective Audit
(Collecting the data)

--------
.......
"y
.
.
.
-
.
L)

DFAS

Enterprise

Analysis the data

Automatically generated
reports
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Cyber Security Response

Endpoint User
Activity

Dashboard

-

[_] Otherthan working hours | Intervan before and after behavior when dicking 12 Time B 1vear 'Cl Tota 2015 . 10 . 04

B internet
1000 file
—s— prefetch
—a— Ush
100

10
11 ul

Jan 2016 Mar 2016 May 2016 Jul 2015 Sep 2016 Mov 2016
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Cyber Security Response

List Internet keywords

v Black
Tc:mm%_,f
15 ,iia A
. B Tommy
140
L}
l I I
L
A ¥ i, iy o 4 o Lo - i 4
i L ; [5 i, [ K, Lo 2
Felp, "‘f'.'l',;; "I;".-f-'.-. e oy b g U g I”"f'*.-ﬁ 'f"'f-'-'.-- llf"ﬁf g, rl"-’.- Tl T
iy oy 3 [ (= Ilﬁ X L% o 'II'-'.-‘:I -':"-".'_,-', G
e, ! Ly
i L
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] Cyber Security Response

Activity

fa} System ON 15:10:34

i Jumplist 7 case

= Shell Bag MRU 3 case

T Shell Bag 2 case

External storage 4 case
devices

& Internet 358 case

keyword : <l €5
site : hrrps//www.google.co

m €D

., Recent used files 2 case
2620142.pdf @

% Produce file 152 case
E Modify file 13 case

E Access to the file 152 case

[ System ON 02:58:40

& Internet 25 case
keyword : is 2 @)
site : https:/fwww.google.c
ojp @

f* Internet 129 case
keyword : =0 &
site : https://www.google.c

ojp @

[

WED, 19/10/2016 ~ Q, Details...

?‘* Internet 64 case

keyword : 5.5 @)
site : https:/fwww.google.c
ojp €

;f‘ Internet 16 case
keyword : 1= 3 @)
site : http://10.102.10.142

i - S 10 raca

Duzon Forensic Center
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Cyber Security Response

Breach
Detection O File Name : f728905216f2e99f10af24d1e08cac20.txt

Modify
T 521 6f2e 9911 0afz4d1 e0b:

Z0ME-10-26 13:168:53

Network Attach{FTP)
f ifre99f10af24d1 08

E2ME-10-26 131720

Delete
Pe9f10af2dd1 el

EME-10E6 131757

Modify

¥ Gf2e99f10af24d1e05

2 E-10-26 1

" DUZON 37 Duzon Forensic Center



] Cyber Security Response

O File Name : Building Addresses Nov 2010.xlsx and 6 Others

Alzdin W10.102.10.148\000.C... Shared Folder(1)
C:\Users\demo'\Desktop. .. Web(1)
D:\en_document2'Buil ..

Building Addresses Now ... Zasmine

D:\New folder\en_docu.._. USB(1)
C:\Users\demo'Desktop.._.
E:\DEV Ttem'Building A... USB(2)

Haifa

C:\work\Building Addre...

" DUZON 38 Duzon Forensic Center



] Cyber Security Response

Incident Detection

Human Behavior Based Security

Construct differentiated infrastructure using Digital Forensic technique

Proactive

DFAS Ent
S-Keeper /J

Protecting
Against

Insider Threats

Incidents
Threat

DFAS
DFAS 5.

Reactive

Duzon Forensic Center



About Duzon

Leading IT and Security Solution & Service Provider in Korea
Established : 1997
Employee : 1300+ (700+ R&D)
Customer : 140,000+ (IT) 15,000+ (Security & Digital Forensics)

b \
. =

-

-

.,

R L

OACUMENT ETORAGE CENTER
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About Duzon

Oman NDFL Project

National Digital Forensics Laboratory: 2 years of project establishment and management:

Solutions & Equipment, Facilities, and Training

4 Computer Forensics Sun 15-05-31  Thu 15-09-17
Preparation Sun 15-05-31  Wed 15-08-19

4 Deployment and Test Sun 15-06-07  Thu 15-09-03
Lab Management Establishment (Data Center) Sun 15-06-07  Thu 15-08-06

AD Lab Establishment (Data Center) Mon 15-07-13  Thu 15-08-20
Computer Forensic Lab (KOM4) Sun 15-08-16  Thu 15-09-03

UAT from fTA Sun 15-09-06  Thu 15-09-10
Milestone Approval from ITA Sun 15-00-13  Thu 15-09-17

4 Data Recovery Sun 15-06-14  Mon 15-10-05
Preparation Sun 15-06-14  Wed 15-08-26
Depolyment and Test Sun 15-08-09  Thu 15-09-17

UAT from ITA Sun 15-09-20  Mon 15-09-28
Milestone Approval from [TA Tue1509-29  Mon 15-10-05

4 Mobile Forensics Sun 15-06-21  Sun 15-10-18
Preparation Sun 150621  Sun 15-08-30
Deployment and Test Sun 15-09-13  Thu 15-10-01

UAT from TTA Sun15-10-04  Thu 15-10-08
Milestone Approval from ITA Sun 15-10-11  Sun 15-10-18

+ Audio/Video Forensics Sun 15-06-28  Thu 15-11-05
Preparation Sun 150628 Thu 15-10-01
Deployment and Test Sun 15-10-08  Thu 15-10-22

UAT from TTA Sun 15-10-25  Thu 15-10-20

Sun 15-11-01  Thu 15-11-05

ITA signs a national digital forensic lab contract
30 Dec 2014
el K ¥

Milestone Approval from ITA

The Information Technology Authority (ITA) h
contract with the Korean Internet and Security A
Duzon Bizon Company to build a national =uTgita
laboratory in Oman. Dr. Salim Sultan Al Ruzaiqgi, CEO of]
signed the contract along with Mr. Chanwoo Lee Form
side.

_——— |
Haitham presides over National Digital Forensic Lab
.| opening

The idea behind establishing a national digital forensic labor;
from the need to deal with the digital forensic evidence t
help detect cybercrimes in order to serve the law
evidence. This will also help in producing qualified experts in
and work along with the law enforcement institutions in
criminals to justice especially in cases related to the Informalgg
Communications Technology (ICT).

The national digital forensic lab in Oman aims to obtain an interna
recognition which would enhance the credibility of the lab and
evidence, especially with regard to cybercrimes from outside

country.
. > o
It is worth mentioning that the Sultanate, represented by the ) " ‘Imes
¢ ki
Information Technology Authority (ITA) had signed a previous b OF OMAN
memorandum of understanding with the Korean Internet and Security E
Agency (KISA) including interests related to digital evidence and cyber- . . k\'

security incidents caused by cybercrimes. The laboratory was inaugurated under the auspices of His Highness Sayyid Haitham bin Tariq Al
Said Minister of Heritage and Culture at Knowledge Oasis Muscat. - Supplied photo

" DUZON 41 Duzon Forensic Center
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About Duzon

Oman NDFL Project

Duzon Forensic Center



http://www.d-forernsic.com
forensic@duzon.com

Duzon Forensic Center

9 DUZON

E-mail : forensic@duzon.com



